
Increase your 
Cybersecurity 
maturity

Let’s talk about your organization’s Cybersecurity program. 
We can help.
Many organizations are only just becoming aware of the true nature and potential impact of the Cybersecurity  
threats they face. Grant Thornton can help simplify the process. We deliver sophisticated advice in plain language  
and suggest practical steps you can take to improve your security position and strengthen your security framework.

ASSESS
Assess the people, processes and technology associated with your  
cyber program, such as your management, data security, awareness 
and training, and external risks.

REMEDIATE
Remediate vulnerabilities; develop new strategies; enhance existing 
facilities; and establish policies, controls and processes to improve  
your Cybersecurity function.

RESPOND
Respond with assistance and support for any Cybersecurity breach  
or attack, including breach coaching, breach response, digital forensic 
investigation and litigation support.
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Cybersecurity governance 
and management  
•  Governance structure: review the

cybersecurity function  
•  Program: review the existing Cybersecurity

program, including a gap analysis
•  Process: review all processes impacted

by Cybersecurity issues

Cybersecurity technology 
•  Architecture: review the existing

architecture as it pertains to cybersecurity
•  Cybersecurity software and tools:

assess systems deployed and in use
•  Review password security and

mobile device

Cybersecurity risk assessment 
•  Assess if the organization has a clear picture

of the threats and risks it actually faces
•  Determine if your people understand the

organization’s risk tolerance level
•  Review relevant controls and adherence

to the risk tolerance level

Data security 
•  Data: review all organizational data,

including its classification, management
and security

•  Privacy: review data privacy policies,
program and protections

•  Review data backup and testing protocols

Identity and access management 
•  Assess segregation of duties, need-

to-know-basis access and multifactor
authentication where required

•  Conduct regular access reviews
•  Review data loss prevention policies

External risk 
•  Review Cybersecurity risk from third

parties, and processes in place to
manage that risk

•  Assess business resilience (disaster
recovery program and business
continuity planning)

Cybersecurity awareness training 
•  Review Cybersecurity-related awareness

and training at all levels

Incident response planning 
and investigations  
•  Review incident response plans and

communication plan
•  Determine if the organization has

cyber insurance
•  Confirm availability of specialist

third parties, such as legal, forensic
and communications

Grant Thornton offers a full suite of Cybersecurity services to help organizations  
understand and manage their cyber-related vulnerabilities and respond to cyber incidents.

To learn how Grant Thornton Cybersecurity services can help you to defend your business and secure your assets, please contact:
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